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Executive Summary:

The attached paper details the current position with regard to implementation of the
College’s ISLT Strategy.

At the time of writing, the paper scheduled to go to the Campus Management
Committee on 14 June 2018 was not available. This will be circulated to Committee
for information in due course.

Recommendation: Committee discuss the current position with regard to ISLT
Developments.
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INTRODUCTION

This paper updates the Committee as to progress in implementing the College’s
Information Services and Learning Technology (ISLT) Strategy.

The paper is for discussion.

BACKGROUND

The Borders College ISLT Strategy 2016 — 2020 was approved by the Regional
Board in October 2016.

The ISLT Strategy identifies four overarching themes to support the College’s
Strategic Plan: -

. Sustainability and Flexibility;
. Resource Deployment;

. Coherence; and

. Innovation.

In applying these themes, the College has identified a number of work streams.
These are discussed further below.

STAFF

We are currently recruiting for a Head of ISLT and a Database Developer. The
Database Developer is intended to give us increased capability in integrating and
interrogating our management information systems.

We have arranged for a further Digital Day in June to support the continued move
toward on-line and digital learning.

END-USERS

The roll-out of new mobile phone handsets has continued along with new class sets
of laptops and the replacement of desktop computers. In all, we have invested
£100k in 2017-18 and plan to continue this level of investment as part of the budget
process.

INFRASTRUCTURE

The recent £400k investment in infrastructure has delivered the following benefits: -
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Wireless: -

Movement from legacy 802.11b/g connections to 802.11ac enabling
increased wireless speeds approximately tenfold;.

New features including dynamic radio management (power and channel),
spectrum analysis with interference classification, beam forming, self-forming
and selfhealing meshing to improve wireless availability and speed;

Flexible security including role-based authentication, authorisation, access
control and endpoint isolation; and

Increased maximum access point load with a projection of up to 5 devices per
student. Additional load provided for in high density areas.

Telephony: -

Improved system resilience;

Additional features around voicemail to email, emergency tannoy, call
handling;

Increased system resource to allow Up to 2,500 users at a single site or
across 32 locations; and

Improved support for audio conferencing.

Switching: -

Future-proofed Core network solution based on highly scalable, high
bandwidth (40GbE switches in Galashiels site) which will allow the College to
connect new storage and servers as required without reinvesting in more
infrastructure;

Cost-effective, high performance Edge switches delivering a POE+ capability
for the lifetime of its use within the College;

Additional hardware to create a highly available, redundant infrastructure; and
Improved infrastructure and user management front-end.

Storage and Servers: -

Increase in storage space from 15TB to 40TB;

Available server computing power increased 400%;

Upgraded backup solution to accommodate increased available storage and
improve system resilience/speed of restore; and

Redundant hardware setup to reduce single points of failure for server and
storage system. Professional support service via Dell/MTI.

Firewall: -

Improved system load to accommodate improved infrastructure speeds and
increasing internet traffic at college sites;

Improved traffic monitoring and firewall auditing;

Remote working over secure VPN connections;

Redundant hardware setup to reduce single points of failure; and
Automated backup to support disaster recovery.

A post-project evaluation has been arranged with the ISLT team to review lessons
learned from this project.
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SECURITY AND BUSINESS CONTINUITY

In addition to the improved Firewall, UPS units have been installed in each cabinet
room.

The College has had an initial exercise to progress toward Cyber-Essentials Plus
status, with further work scheduled for the autumn to ensure compliance by
November 2018.

EXTERNAL CONNECTIVITY

External connectivity is provided via ja.net. The most recent quarterly report to
February 2018 shows 99.97% rolling availability over the preceding year.

FINANCIAL IMPLICATIONS

At this point in the year, we expect the ISLT Service to operate to budget. The £400k
BFET-funded investment in infrastructure was fully utilised as was the £100k
investment in end-user equipment.

RISK COMMENTARY

The immediate risk to the College ISLT provision is the College’s ability to resource
the replacement of equipment from SFC grant. We will look to create flexibility within
the College budget to cope with this.

Like all public and private-sector organisations, we face a level of risk from cyber-
attack. As noted above, we have invested in improved security and have also
committed to the achievement of Cyber Essentials Plus status by November 2018. .

Longer term, there is a risk to curriculum delivery if we cannot meet the aspirations of
learners in the use of technology in learning. We continue to work with lecturing staff
to develop their understanding and ability to utilise technology in the delivery of
learning.

HEALTH AND SAFETY

Health and Safety is considered as part of ISLT planning. There are no additional
Health and Safety considerations as part of this paper.

EQUALITIES

Equalities legislation is considered as part of all ISLT planning exercises. Recent
changes to the provision of assistive technologies are intended to improve equality of
opportunity in learning at the College. The continued drive to use appropriate
technology across our curriculum delivery will also have the potential to improve
equalities across the College.



12.0 CONCLUSION
12.1 We have successfully delivered on our major infrastructure replacement programme.

12.2 Longer term, our priorities are: -

o Continue to invest in our annual replacement programme;
o Continue to improve our management information systems; and
o Further expend and develop the use of technology across our curriculum.

PETER D SMITH
Vice Principal — Finance and Corporate Services

22 May 2018
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